
Shrewton Parish Council 
Policy for Email Usage 

 
Guidelines 
The objective of these guidelines is to provide guidance to Councillors and the 
Parish Clerk (‘the users’) on the use of email so as to obtain the greatest benefit 
while keeping information safe. 
 
The guidelines establish a framework for self-regulation by users of email as a 
communication and recording tool and are intended to minimise the risks associated 
with the handling of information. Such risks include loss of information, the safety 
and privacy of users, damage to the Council's reputation, loss of public trust and 
penalties for failing to meet legal obligations. It should be noted that emails and 
attachments may need to be disclosed under the Freedom of Information Act. 
 
Email is one of the safest and fastest ways of sharing and disseminating information. 
It is assumed that all users take appropriate measures to keep their personal emails 
and data secure and that they will apply similar safeguards to Council business. 
 
Shrewton Parish Council does not provide or insist Councillors use an exclusive 
email address for Council business, however it is generally considered best practice 
to do so and Councillors are encouraged to have a designated email address for 
Parish Council business. 
 
General guidelines 
1. Limit an email to one topic and state the topic in the subject line of the email. 
2. If an email is considered confidential the subject line should be marked 
CONFIDENTIAL to ensure this is known before the email is opened. 
3. Respond with the same subject so that all associated emails can be found in the 
thread. However, avoid overly long threads. 
4. Attribute any content not prepared by the sender in a clear manner - whether that 
content is included as an attachment or forms part of the email. 
5. If you are sending an attachment try to use a common file format that can be 
opened by any computer – PDF and JPG are widely used file formats. 
6. Identify any changes that are made to a document, preferably leaving the original 
wording intact. Include the date changes were made. Use version numbers on a 
document when several iterations seem likely. 
7. If responses are expected, then include a due date - responses may be suggested 
edits or agreeing to a proposal. It may also be appropriate to consider asking 
recipients to respond to say the document has been read regardless of whether 
changes have been suggested or not. Additionally, where the subject is urgent then 
state that if no response is received by the due date it will be assumed the recipient 
is in agreement with the wording and/or proposal. 
8. On the rare occasions a subject is private or confidential – such as those related 
to individual personal issues or contractual negotiations – that should be clearly 
stated in the email and, where appropriate, the attachment. Similar statements 
should also be used where there is a quarantine period before a press release or 
other announcement. Minutes and discussions related to an in camera meeting of 
the Parish Council should also have a statement included. The suggested wording 
for these instances is: -”This email (or document) contains sensitive material and 



should not be disclosed to others outside of the distribution list. Respond only to the 
sender and other recipients of this email and if printing is required, dispose of 
sensibly”. Add the subject, dates and other points of clarification where needed. 
9. Parish Council emails sent and received directly by Councillors should be copied 
to the Clerk or forwarded as appropriate. 
 
Guidelines for Officers of the Council 
1. For officers of the Council - Clerk, Chair, and Vice-Chair - separate email 
addresses must be used exclusively for Council Business to provide continuity. 
2. Additionally (where appropriate), each machine used for Council business must 
have anti-malware software installed and it must be ensured that virus definition files 
are up to date and regular full scans are run. Protection is required for Windows and 
Android machines but not Apple hardware. Malwarebytes, AVG and Avast all provide 
free and good versions of their software. Assurance that machines are protected 
should be provided to the Parish Clerk. 
3. Emails sent to a private email address of an officer should first be forwarded to 
their Council address and the response sent from there with a note asking that the 
Council address is noted by the sender for future communications. 
4. Emails sent from accounts held by Council Officers must be "signed" with a 
disclaimer, classification and note expressing that the email is from an Officer of the 
Parish Council. The Clerk’s disclaimer should state ‘sent on behalf of the Council or 
Councillors’ as appropriate. 
 
The disclaimer wording to be added is:- 
 
"This email is confidential and intended solely for the use of the individual to whom it 
is addressed. If you have received this e-mail in error, please notify the sender and 
delete the e-mail and all attachments immediately. 
 
This e-mail (including any attachments) may contain confidential and/or privileged 
information. If you are not the intended recipient any reliance on, use, disclosure, 
dissemination, distribution or copying of this e-mail or attachments is strictly 
prohibited. It has been checked for malware but the contents of an attachment or 
hyperlink may still contain malware which could damage your computer system. We 
do not accept liability for any loss or damage you sustain as a result of malware 
introduced by this e-mail, any attachment or hyperlink. 
 
E-mail transmission cannot be guaranteed to be secure or error free. This e-mail is 
not intended nor should it be taken to create any legal relations, contractual or 
otherwise. Any views or opinions expressed within this e-mail or attachment are 
solely those of the sender, and do not necessarily represent those of Shrewton 
Parish Council unless otherwise specifically stated. If verification is required, please 
request a hard copy version. We are not bound by or liable for any opinion, contract 
or offer to contract expressed in any e-mail.” 
 
5. Passwords for Officers email accounts should be held securely by the Clerk. A 
note shall be made of the Password(s) which shall be handed to and retained by the 
Parish Clerk in a sealed dated envelope. This envelope may not be opened other 
than in the presence of two Councillors. 



After the envelope has been opened the Password(s) shall be changed as soon as 
practicable. The fact that the enveloped has been opened shall be reported to the 
next meeting of the Council. In the event of a user being unable to access and 
respond to emails for an extended period of time a temporary password may be 
used by whoever deputises for the period of absence. This must be changed 
immediately the user returns. 
 
This policy was approved and adopted at Shrewton Parish Council Meeting 4th 

April 2018 

 


